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SID

Windows THIF St 5 account (user, group %) (XA TIX
SID (Security IDentifier) EFE(ENS ID [T&E>TEEINTLY

B
S-1-1-0 Everyone
S-1-5-32-544 RID: Relative BUILT IN¥Administrators
IDentifier
S-1-5-32-545 BUILT IN¥Users
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Computer E£7=[&
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Access Token

Access token &% log on LT= user M & IFER (user ©FTE
9% group @ SID > privileges (45#8)) NS h =1 D,

Access token

User TyappiPC¥Tyappi: S-1-5-21-185539546-1431137498-1249753232-1000

BUILT IN¥Users: S-1-5-32-545
Groups
NT AUTHORITY¥INTERACTIVE: S-1-5-4

AT LDy hE 2 SeShutdownPrivilege - -
Privileges CDIZH
FBFT YD1 /3R SeChangeNotifyPrivilege LNALYAZLL

AT
ZD1EEEE(Z objects ~D access hiE|ErEnd,
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Access Token ¥R A%

Access token [ZEENS—ERDFIRIL T EL tools Z AL VEEER
THENTED,
— Whoami.exe
cmd.Exe O process [C&F N5 access token [N —EEHERTES,
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Privilege

Windows THIF St 5 account (user, group %) (XA TIX
SID (Security IDentifier) EFE(ENS ID [T&E>TEEINTLY

B
S-1-1-0 Everyone
S-1-5-32-544 RID: Relative BUILT IN¥Administrators
IDentifier
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Windows Access Control M E K
Access Token &£ D LLH

User A% log on 9 %:1B%8 128UV T access token (& HEjRIIZ

ERRSND
SIb
User Log.on Actlve
Q Group-f&lLy& & / Directory
\ or SAM
% Groups

Client

Access token MEMEN DD log on BEDH THAT=0. Fi
B9 % group ZZEEL=FZEIZIE. log on ZOYEIALLNESAE
RENRBRSNIELN,
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Windows Access Control MK
Restricted Token

Access token DRBITERHZEE TELLDS,
CreateRestrictedToken B#ZFIAT A EICKYFIREZERT
ZElETES, KYFIREERL 7= token Z restricted token &FE
S, Restricted token I token DAHAARIZHL. FEEEEEZTO,
— Privileges
IR HNT B 1R L5 S

— Groups
%IfR%#H+5 SID IZ deny-only MEBEESI S

Token IZHIRZERLT=35E . #lIBRZERLT- token ZHIRERY tho7=4KREIC
BRI ZEIXTEALY,
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Security Descriptor

Objects IZ%t9 % access Hl{EEFHREETEDH-LD,
Security descriptor O HIZIETENFET D,

Security descriptor * Owner
X1 object DFFEHE
owner  DACL (Discretionary Access Control List )
Xt 2 object ~M access ZHIEHT 3 list
DACL » SACL (System Access Control List)

%I 2R object ~DEEEZHIEHT S list
SACL

Security descriptor (£ SDDL (Security
Descriptor Define Language) =X AL, XF7
tlenaﬁ_d—éhtzbj ﬁbo

"O:AOG:DAD:(A;;RPWPCCDCLCSWRCWDWOGA;;;S-1-0-0)"
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Windows Access Control MK

DACL
DACL DR DHIZTFERIZRY
DACL MCE Flags J &CCGSS Mask ]

%ﬁh\éfﬁ%ﬁ k|l | 7JL arbkao—JL | Administrators

EHMSHEA | Rl | 7J)L arbkO—)L| System

FEhoiEA | R | RAEYEEST | Users

=L EFel | SeAERY Everyone ] S

ACE Type

» Security Descriptors and Access Control Lists Technical Reference - Technet
» Security Descriptors - MSDN
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Windows Access Control ME AR
Security Descriptor #E:2/i%

Securlty descriptor MFEEE - 5% 7 /7% I& object MFEFEICZL -
F73:%, File M security descriptor (X T i€ tools Z FL ViE
E?E\ ERTETHEMTES,
— ACL Editor
Explorer.exe DI FO/\F 1] - [£F2')T«] tab TRRSN 3 GUI editor
— Cacls
Command line IZT DACL OG- BEEXTA 5.
Cacls
— |cacls

Command line utility, Windows Vista LLB§ I iZ4£ 483,
lcacls

— |cacls

Command line utility, &EEF74: object M ACL ZiE:2- #mEE T= 5, Windows
Server 2003 Resource Kit Tools [E4##

SubInACL
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EIEE EEEE
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LUA
LUA (Least-privileged User Account)

Windows Vista T UAC EASNSETIE., EEIZHEH/IE
@ user account Z{FND(FTAIENHEEIN TNV =, CDEZ
jj—% LUA &ﬂ- /5‘0

Q EIE task

s I

EH user D EIEE
task #ZE1TLELOET BHE
¥R TIXUM N B,
Q Z A task
2% user

LUA ZHEZEICET HENTENIL., ERICEELINEE
1l|5 L) H:ll-d—hth\_.r ﬁbo

Co g NELE DACERE RRMBAS #36




LUA
Account Y]V z

LUA TIFEHD accounts #FEWL\D TELENHLHT=H. T
ELAEZERALT accounts ZHYEBEZLZLENH S,

— Log off — log on
— i log off L. AllM account T log on 973,
BN IS, EELFETEIND,

- 1—H—NEHSUYEZ (FUS: Fast User Switching)
A—H—DUYEBEZEFIA,
LEERR S R IZY) Y B 2 Bl BE, Windows XP Tld Domain BB TIXFIBETELLY,

— MDA —H—TRIT
Application X179 BFE(Z context menu M5B D1 —HF—THEITI1ZERL.

user name, password Z A JLTEIT9 5, F/=Id runas.exe ZFIAT 5,

CDAHETHNIILLEMSZEIZTIYE Z THEE,

FEEAEIF user DYIYBZIZFNLZYIZFREAIND,
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LUA

[ el /=

LUA ZHEZE(CERT A ENTENITIFEBIZREIRREET(E
YT CEMNRIGETHHN . TEEIRERIZKY LUA IFEAEER
SNiEhoT=,

— Setup BIZ{ERLEN S user NEIEBEEWERZFTHE
KZHED user [Z#HA setup BFIZHERLLT- user ZaIEHEZ T FIET D,

— User YUY Z DKEHEE
BIE CinBALI=AEIEENEEFENLZYICFRAIDND,

— User profile M[&&
27545 accounts Z{FEL\ T4 user profile BA—E L%,

EWABWNWAESZFELEM, SSob»(T=5., EREELS, KICL
TWEWWDSZFALGIERMYELEGEWNELNSDD—FEXRELNDT
(j:fd:l/\h\&o O O

— LU user TESTHRETES LA NBE
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UAC

A

Windows Vista Tl& UAC (User Account Control) ME A X
. BIC account THES-HERZF-EHIZENTEHELIIC

A% [

o =
ZHE process Fig S #& process

® Q Account (&8

FE#E task EI8#E task

UAC DNEIR R Tl 22 user LRIFICHIEES 1=
access token 52 process M EEEI SN 5, —D process H
LEBAERNDEGNIEZZEITT HEIETEEN, RTT
éf—&)(—lifﬁﬁmﬁu‘é%l:f;éo
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UAC
Access Token HlIE D LLH

UAC D3E $h75 4K 5% TlX user @ log on FIZIHIRE token] &
[ 518 token D —FE%ED token A EIBFIZE RSN D,

#IfR token FEHE user CRIFEFED
User LOg.on Q YR D & FrtE
Client 5t 1% token B AMEDIERE %

XTEERIIZ log on LT=&Z= M Explorer [ #IfE token Z {1 i
FINSHT-6. user KhERIZHEEIL 1= process [ HIE token
TREEEISN D,

#IFR token [kernel RE} T CreateRestrictedToken ZFEUNTE
'd‘;tl FYITHNS,
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UAC
Token #l|fR - Groups

UAC D3E $h744K % Tl token M5 T EC groups MRS 5,

Domain Admins DOMAIN_GROUP_RID_ADMINS 512

Domain Controllers DOMAIN_GROUP_RID_CONTROLLERS 516

Cert Publishers DOMAIN_GROUP_RID_CERT_ADMINS 517

Schema Admins DOMAIN_GROUP_RID_SCHEMA_ADMINS 518

Enterprise Admins DOMAIN_GROUP_RID_ENTERPRISE_ADMINS 519

Group Policy Creator Owners DOMAIN_GROUP_RID_POLICY_ADMINS 520

Administrators DOMAIN_ALIAS_RID_ADMINS 544

Power Users DOMAIN_ALIAS_RID_POWER_USERS 547

Account Operators DOMAIN_ALIAS_RID_ACCOUNT_OPS 548 RI D & ‘i ?
Server Operators DOMAIN_ALIAS_RID_SYSTEM_OPS 549

Print Operators DOMAIN_ALIAS_RID_PRINT_OPS 550

Backup Operators DOMAIN_ALIAS_RID_BACKUP_OPS 551 S-1 -5-32-@4;4;
RAS and IAS Servers DOMAIN_ALIAS_RID_RAS_SERVERS 553

Pre-Windows 2000 Compatible Access DOMAIN_ALIAS_RID_PREW2KCOMPACCESS 554

Network Configuration Operators DOMAIN_ALIAS_RID_NETWORK_CONFIGURATION_OPS 555 —
Cryptographic Operators DOMAIN_ALIAS_RID_CRYPTO_OPERATORS 569 e e

» New UAC Technologies for Windows Vista - MSDN
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UAC
Token PR — 4§12

Groups MHIE SN =15 & 1ZIX T 454 D & F| FH AT BE,

EBFIVIDINAINR SeChangeNotifyPrivilege
DRATLDUIRTOY SeShutdownPrivilege

Fudod R7—avhbarEa—4%HIk SeUndockPrivilege

TOER J—xX25 wybOEhn SelncreaseWorkingSetPrivilege
BALY—2DER SeTimeZonePrivilege

Groups M HIESNELGEICIE T EERFELFIRESN D,

=92 AT ODER SeCreateTokenPrivilege
ARL—T42 T SRTLD—EELTOHEEE SeTcbPrivilege
T7AIEZTDMDA TV DFREHEDERF SeTakeOwnershipPrivilege
T7AINETALINIDINVITYT SeBackupPrivilege
T7AILETALIRNIDET SeRestorePrivilege
TS LDOTINVT SeDebugPrivilege
RELRICOTAT U E R SelmpersonatePrivilege
AT SRILDER SeRelabelPrivilege

* New UAC Technologies for Windows Vista - MSDN
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UAC
FIEHE
UAC ANFIRIE TR IBEITOHEELTETRENFET B

- EEHEFLLTET

« B4 tab

« Compatibility Fixes

» Application Manifest
 COM Elevation Moniker

e Installer M B &) F &
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UAC
EHEELLTEST
Context menu [ZH A EEEFELLTEITIZFIALTHEEIN
1= token TEITSEHAHIENTES,

B <(0)
7 ILDEAZERL (1)

SEFRL(A)

¢ EERELLTETA)..
EmEditor

itk tab DI BEBEFEELLTCCDTRISLEFETT S1%7
A9 5L d F& dialog ZRRSEHZELATEE,
Microsoft Application Compatibility Toolkit E]{H®D
Compatibility Administrator Z#|FH9d5_ETRICEHEZ K
=RFAIHIELARE,
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UAC
Application Manifest

Application manifest T requestedExecutionLevel Zi§F 9 HC&l=&Y.
application BB THAZZHIET HZENTES,

(Unmarked) Yes Yes HUHLITERC
aslnvoker Yes No FEUSHLITERLC
highestAvailable No No HlFRfZBR (IL: High)
requireAdministrator No No #l PR FAZRR (IL: High)

Administrators group [ZRAT/EL TLY
% user DHEITAIEE

Application Z# R F I S1ZE . application manifest [
requestedExecutionLevel LT IEET S,

VS 2008 LL[Z TIXBEE T “asinvoker’ A 3§ FE S TLVS, Application &
KTHBHIYWEL applications (I TES[EY “highestAvailable” Z$8E 9
R
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UAC
COM Elevation Moniker
Application manifest [C&4F & (& process B E/EHT=0.
BRICEREFEENNELITS application TIFEELE
LMEEHZLN,
Process €A TCELFATMIZERSE S5 E(ZIE COM
Elevation Moniker 28| FALT=-F1&Z1THEH_EMNTES,

« The COM Elevation Moniker — MSDN
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UAC
Installer M B &1 5 #&

BEEOBBEDT-6IZ Installer EFHIShDE0DIEEHER
ICHRI8T HHEENH D,

XI & M application manifest T requestedExecutionLevel A%
IESNTHDT . KHIIC “install”, “update”, “setup” HAEFEHN
156 . BEIRIZEH dialog KFRTSND,
ABEIID<ETBRELENDBERERADAICAE SN TS0,
=48 Al FHL TIEXES7E0Y,

AR
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IL
Integrity Level (B& ML AIL)

Windows Vista LLB&E®D kernel [Z1Z IL (Integrity Level) ELV\STEEAVE A
N,

Low Yes  JEREICFRERIZ process

Internet Explorer @ protected mode (fREEE—F) TH|FH
Medium Yes  BE process
High No S #&L71= process (UAC E1LEEEE)

System No NT Authority¥System, NT Authority¥Network Service,
(NT Authority¥Local System T#|FH)

IL [(XFREIREEZ R T LEHIZ, IBED access control &(EBID access
control [ZEFIAEIN S,
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IL
SID

Integrity level Z3&9 SID A\7F7EL . access token ? groups [ZZ® SID
HIHIEN D, D SID £ETHETED IL TEELTLAAFAEA
Al RE

Mandatory Label¥Low Mandatory Level S-1-16-4096
Mandatory Label¥Medium Mandatory Level S-1-16-8192
Mandatory Label¥High Mandatory Level S-1-16-12288

Mandatory Label¥System Mandatory Level S-1-16-16384

Z® SID [F{EE objects M SACL IZERE T A EMTE, ThEE(C
access control 52 EMNTES, AIBIEEL TLVELVEEIX ., Medium HYER
TN TWLWBELDELTRDHONS,

Windows Inteqgrity Mechanism Design - MSDN
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IL
Access Control
Vista LA ®D kernel TIXTERIEEZTACL OEREMNTHNS,

1. ILBB& (Vista LIEMNSHEA)
Access token [Z#&#ich 7= IL
SID &34 object M SACL =
Biisni= IL SID ZHE&L.
access token [Z#& 7= IL
SID AMELMSEIZ(E access 3B
B9 5,

DACL BB & 2. DACL EB&
Windows Vista LRI CTHLELH
@) access control
|E T protected mode N E$HER(Z(L IL Low TEFHL TLVS1=8. SACL
[Z IL Low A ERFEIMNTL VS objects [ZL A access TELLY,

IL (SACL) B4
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UIPI

ELYIL DMEMNSEYFLYIL IZ window message ZiEY  LEMEITT
ETCLEIE IL 2R TEHAEERMNELLGHOTLE S, TD=HXYSF UV IL [SZ(XBEH
RBOEREF AT EELIZIE window message 2 (TN A WESIZEREERSL
f=o CDO A% UIPI (User Interface Privilege Isolation) &FESS,

i middle (= )(E)X] O (=]
u S .

WM_GETTEXT AUz
T2V DZEREES

FYIELY IL AABELY IL ~0D window message ZEFA] 9 512 message
Z{E {81 ChangeWindowMessageFilter B#iZEMEUH L. BARMIZEF %
B5EZ50EDH 5,
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Secure Desktop

Windows Vista M log on EiE &I Secure Desktop | EFE(E 4L
5B user A F|F9 % desktop EIEFID desktop THRRS
NTLV\D, D desktop [F1BFE user HF|FHT 5 desktop H 5
BEERZDOIENTELGVLLIICHFICRESA TS,

Windows Vista M BEE TlX F4& dlalog X2 DI Secure

Desktop |Z#{E A3 %, 718 dialog EHIICE @A IEELT 2D (X
ZDI=&,

Policy ZZ B9 5_&(2KkY ., [Secure DesktopJ’é*lJFHL,&L\
_EBLTEDLM., program HICHENRKZEIEH_ENTESHAIRE
EMNELCHT=OHHEELLLY,
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